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Security

Security consists of defining user roles and authorizations, configuring security to ensure the proper
controls and audits are in place to provide the best possible protection of data. Proper implementation of
authorizations is a critical ingredient for the maintenance of security in an R/3 system. Accordingly, it
demands an appropriate formalized process. A preferred approach involves the following steps:

1. Defining organizational roles.

2. ldentification of the R/3 functions (menu options) associated with each role.
3. Identification of the authorizations required for each function.

4. Designing authorizations and profiles.

5. Creating authorizations and profiles in the development system.

6. Testing authorizations and profilesin the quality assurance system.

7. Transporting authorizations and profiles to the production system.

8. Assigning profilesto user master records.

Business Process Definition

Identifying and streamlining the business processes to make them efficient and to adhere to Industry best

practices. The business modgl definition is a matter for the best people in the company. Those with the

best knowledge of the cogigaly's history, its core processes, and how the business is positioning itself

for the future should Qé e\\\- The best models are those developed by SAP Business Consultants
\
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1. Management proc&sﬁ Flﬂa@hﬁ @*@Eﬂ)&tl@@ﬂ.ﬂgem Typical management
processes include " Corporate Governance" and " Strategic Management".
2. Operational processes, processes that constitute the core business and create the primary value
stream. Typical operational processes are Purchasing, Manufacturing, Marketing, and Sales.
3. Supporting processes, which support the core processes. Examples include Accounting,
Recruitment and Technical support.

Project Management

The primary challenge of SAP project management is to achieve all of the project goals and objectives
while honoring the project constraints. Applying expertise of skills, tools, and best practices, ensuring
successful management of scope, time, cost, quality, human resources, communications, and risk
management. A traditional phased approach identifies a sequence of steps to be completed. In the
traditional approach we can distinguish 5 components of a project (4 stages plus control) in the
development of a project:

1. Project initiation stage

2. Project planning or design stage

3. Project execution or production stage

4. Project monitoring and controlling systems
5. Project completion stage



Typica development phases of a SAP project:

In every successful SAP project, there are one or more sponsors. The sponsors are selected by the people
paying for SAP; they are the people making the decisions and those who expect the most from it. They
are always named in the project team organization and their function is to make key decisions about
resources and strategic issues for SAP solutions. The name of the sponsor(s) of the SAP project team is
a message. |deally, the sponsor should be the most influential person in the company (the owner, the
general manager, the founder, the strongest member of the family or the board of directors) in order to
give aclear message that SAP solutions are a central part of the future.

Reporting

The most needed and justified developments are related to forms, interfaces, and reports. Reports that
provide timely information to the user are essential to take important decisions. There are lots of tools
and report generators that can help, not the least of which is the Business Warehouse/ Business
Intelligence. BW/BI has become a very robust and customizable source of SAP reporting and it is tied
into virtually all SAP and mySAP products.

SAP Netweaver Business Intelligence (SAP BI) is the name of the Business Intelligence, analytical,
reporting and Data Wareg@using (DW) solution which is one of the major enterprise software

applications produced AG. It was originally named SAP BIW (Business Information
Warehouse) or SAP, now known er BI".gSAP BI consists among other
things of compo ]li S data modeling
capabilities, ite f ri ro t referred to as

Business Explorer (BEX), and operation f tools used for importing the most current transactional data

into the system. amp ySyS ems Com

Documentation

Documentation refers to any type of documentation that describes handling, functionality and
architecture of SAP or a SAP feature under development. During implementation, a multitude of
document types will play asignificant role and various intermediate or intervening documents there of:

- system requirements
- system design
- system architecture

Documentation involves Interviewing subject matter experts (SMES), documenting business processes
and end-user procedures, and developing SAP transaction-to-job role mapping of SAP functionality to
assist training efforts and retaining knowledge of your business systems.

The intended recipient for technical documentation is both the (proficient) end user as well as the
administrator / service or maintenance technician. In contrast to a mere "cookbook" manual, technical
documentation aims at providing enough information for a user to understand inner and outer
dependencies of the product at hand. The technical writer's task is to trandate the usually highly
formalized technical documentation produced during the development phase into more readable prose.

There are lots of tools and methodologies for documenting SAP during a project. There are also lots of
different documents that can be generated: BBP (Business Blue Print - “As IS’ and “To Be"),



Configuration guide, End User Manual, Project Plan, Solutions Map, etc. One thing is certain: the more
documentation you generate, the more people you need to maintain it in order to avoid letting the
documents become dated and useless. Both extremes are very dangerous. having no documentation
makes you really dependent on consultants. We should concentrate on maintaining the “big picture”
documentation of the model and updating the relevant changes to the end-user manuals.

Training/Knowledge Transfer

The best people to train the final users are those who are going to maintain the system and operate the
internal help desk. Thiswould help the end-user acceptance. The process of Knowledge Transfer:

1. Identifying the business process knowledge holders within the organization
2. Motivating them to share

3. Designing a sharing mechanism to facilitate the transfer

4. Executing the transfer plan

5. Measuring to ensure the transfer

6. Applying the knowledge transferred

SAPIT Infrastructure

ABAP (Advanced Busi ication Progr ping) isa Ievel programming language created by
SAP. It is curren I a e language for
programming ign |Id|ng business
applications. Its syntax is somewhat similar COBO

ABAP isintended to be usa IL[L (Sntt%m ﬁm - customers can develop

custom reports and interfaces with ABAP programml ng.

Technical Infrastructure/BASIS Administration

The ABAP language environment, including the syntax checking, code generation and runtime system,
is part of the SAP Basis component. SAP Basis is the technological platform that supports the entire
range of SAP applications, now typically implemented in the framework of the SAP Web Application
Server. In that sense SAP Basis can be seen as the "operating system” on which SAP applications run.
Like any operating system, SAP Basis contains both low-level services (for example memory
management, database communication or servicing Web requests) and high-level tools for end users and
administrators. These tools can be executables ("SAP kernel") running directly on the underlying
operating system, transactions developed in ABAP, or Web-based interfaces.

SAP Basis also provides a layer of abstraction between the business applications and the operating
system and database. This ensures that applications do not depend directly upon a specific server or
database platform and can easily be ported from one platform to another.

SAP Basis currently runs on UNIX (AIX, HP-UX, Solaris, Linux), Microsoft Windows, i5/0S on IBM
System i (formerly iSeries, AS/400) and z/OS on IBM System z (formerly zSeries, S/390). Supported
databases are DB2, Informix, MaxDB, Oracle and Microsoft SQL Server (support for Informix was
discontinued in SAP Basis release 7.00).



I ntegration

Integration in a SAP system includes technical infrastructure, application software, operational and
business support systems, supply chains, and networks. A SAP system can integrate with one or more
of the following:

- ERP Systems

- Legacy Systems

- EDI

-API

- NetWeaver

-SAPWeb AS - J2EE Engine
- Enterprise Portal

- SAP JAVA Connector

- SAP .NET

- SAP SOAP Processor

- SAP Business Connector
- Flat Files

SAP “New Dimensigh”

We provide effective
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Business Intelligence (BI) : ,

SAP BI is now part of a Wpﬁ@@ﬁg@ﬂ@@@mom components of SAP
NetWeaver include SAP Enterprise Portal*(EP,“called SAP NetWeaver Porta as of Release 7.0), Web
Application Server (WAS), SAP Process Integration (PI, or previously Xl, i.e. eXchange Infrastructure)
and Master Data Management (MDM). It also includes end-user reporting tools such as Report

Designer, BEx Query Designer, and BEx Analyzer.

SAP's Bl application is a very pervasively employed data warehouse / analytical enterprise software
solution, often utilized heavily by companies that essentially run their business on SAP operational
systems such as SAP Enterprise Resource Planning (SAP ERP, traditionally known as SAP R/3). SAP's
Bl solution contains a large number of predefined "extractors®, a very significant amount of pre-defined
business content in the form of InfoCubes, master data (i.e. objects representing the entity for
"Customer", or "Material™), authorization roles, query views and reports all delivered in the software by
SAP. Some of the significant benefits of this approach include the ability to leverage SAP's substantial
business knowledge from many years of developing extremely sophisticated software systems for the
world's largest companies, typically shortening project development cycles in the process. The pre-
defined business content can be modified to meet you organization's specific requirements, while at the
same time taking advantage of general aspects of these delivered data models and reports that are
somewhat foundational and have broad application in business, government, and education. SAP
business content is usually used as a foundation upon which to build reports etc. and usually needs to be
modified to meet the particular business requirements.



Strategic Enterprises Management (SEM)

SAP Strategic Enterprise Management is part of the MySAP package. It is aso caled MySAP
Financials SEM. It delivers end-to-end capabilities to support financial consolidation, strategy
management and performance management life cycle, including:

- Consolidated financial reporting -- With SAP SEM BCS (Business Consolidation), you can
generate consolidated financial and manageria reports for a globaly distributed business or
entity. The application can aggregate financial datafrom SAP and non-SAP systemsinto asingle
analytical reporting environment, enabling you to monitor the financial performance of
individual subunits.

- Planning, budgeting, and forecasting -- SAP SEM BPS (Business Planning and Simulation) helps
enables you to model various planning options and use preconfigured planning software to get a
quick start on operational planning tasks such as cost center planning and sales planning. The
application supports traditional budgeting and rolling forecasts as well as collaborative planning.
As of 2005 SAP will offer another planning and forecasting that will largely replace SEM BPSin
the planning area - mySAP Bl Integrated Planning.

- Corporate perform
Performance M
methodol ogies¥i
methods.
measur

management and scorecards -- With SAP SEM CPM (Corporate
t), you can develop KPIs that support a number of popular scorecard

balanced scor arge econopakg value-adgled, and activity-based costing
Olal) ¢ igfpl gl d performance

a
- Risk management -- Y ick m ti alyze business risks within
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Customer Relations Management (CRM)

The SAP Customer Relationship Management (SAP CRM) application, part of the SAP Business Suite,
not only helps you address your short-term imperatives - to reduce cost and increase your decision-
making ability - but can aso help your company achieve differentiated capabilities in order to compete
effectively over thelong term.

CRM On-Demand Solution

SAP has expanded our industry-leading SAP CRM application to include on-demand options: easy-to-
use, quick-to-deploy, Web-based solutions - available on a subscription basis. SAP provides low-cost,
low-risk tools for quickly improving sales, service, and marketing effectiveness, while still providing the
flexibility for a smooth migration from on-demand to on-premise SAP CRM. Y ou can make the move to
on-premise if and when you are ready, with minimal disruption to user adoption, system performance, or
continuous operations.

Get started quickly with easy-to-use, intuitive Web features.
- Act immediately, while laying the foundation for along-term CRM strategy.

- Migrate smoothly to on-premise SAP CRM, if and when you are ready
- Integrate to your existing back-office applications



- Close more deals with tools that improve sales efficiency and effectiveness.
- Improve marketing ROI by turning insight into action.
- Retain customers and increase loyalty with superior service.

Supplier Relationship Management (SRM)

The Supplier Relationship Management (SRM) application automates, simplifies, and accelerates
procure-to-pay processes for goods and services. With SRM, you can reduce procurement costs, build
collaborative supplier relationships, better manage supply bases, and improve your bottom line with
innovative offerings and a faster time to market.

- Procure to pay - Execute the operational activities of procurement, including self-service, plan-
driven, and services procurement. With SAP SRM, you can integrate catalog-based
requisitioning with your traditional procure-to-pay process and gain the benefits of e
procurement without losing your back-end enterprise resource planning processes.

- Catalog management - Manage catalog data as master data in arepository that is deeply integrated
with the core application processes.

- Centralized sourcing - Gain visibility into the demand for goods and services from multiple back-
end systems, aggr spend and streamline bidding processes, and collaborate with suppliers
for faster and m\ ient savings capture. SAP SRM can help you tap into new value through

better busin improved Wfier qxglcation, fnd more efficient supplier
P y rx

negotiatio

- Centralized contract management - COnsolidate contract information across multiple systems and
regions, distribute m f ;tt@ r Tcﬂa n and pricing, and track
compliance and sava fion. Tmcg aﬁﬁ

- Supplier collaboration - Link suppliers to your purchasing processes through the supplier portal.
With SAP SRM, you can choose the optimal interaction channel for numerous business
processes and documents and collaborate more effectively with suppliers in supplier-facing
processes.

- Supplier evaluation - Manage your suppliers and reduce risk through supplier scorecarding.

Advanced Planner and Optimizer (APO)

Provides the complete toolset needed to plan and optimize supply chain processes at the strategic,
tactical and operational planning levels. Characteristics for forecasting are:

- Demand Planning (DP)
- Characteristics-Dependent Planning (CDP)
- Integrated Product and Process Engineering (iPPE)

SAP Web Services
Bridge the E-Commerce gap with SAP Web Services by:



- MySAP Business Suite

- Integrating people, information, and processes with SAP's open business applications:
- mySAP Business Intelligence

- mySAP Customer Relationship Management
- mySAP Enterprise Portal

- mySAP ERP

- mySAP Financials

- mySAP Human Resources

- mySAP Marketplace

- mySAP Mobile Business

- mySAP Product Lifecycle Management

- mySAP Supplier Relationship Management

- mySAP Supply Chain Management

SAP NetWeaver

Merging information and processes seamlessy across platforms and organizations with SAP's
integration and applications platform including:

- Enterprise Services Archltecture (ESA)

SAP Enterpri
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information, enterprise applications, ices both in and outside your organization. It provides you
the tools to manage this k ajjﬁgﬁ tﬁmﬁt EQ) are and collaborate on the
basis of it. With its coh I t, d@ ation features, the portal
enables you to focus exclusively on data relevant to your daily decision-making processes. SAP
Enterprise Portal is one of the building blocksin the SAP NetWeaverTM architecture. Users only need a
desktop and a Web Browser, and can begin work once they have been authenticated in the portal.

Tightly integrated into SAP Enterprise Portal are the knowledge management and collaboration
capabilities of SAP NetWeaver, which allow users to share information and to work together using that
information.

- Knowledge Management offers capabilities that everyone can use to distribute and access
unstructured information within an organization through a heterogeneous repository |andscape.

- Collaboration brings users, information, and applications together to ensure successful cooperation.
All collaboration tools and channels are easily accessible directly from the portal. These tools
include collaboration rooms, instant messaging, chat, e-mail, and calendar integration.

- SAP Unification Server enables an enterprise to integrate the resources of its information systems
and provide unified access to its structured data. It is the engine driving the unification of
databases, legacy systems and enterprise applicationsin SAP Enterprise Portal.

The Portal is used for different purposes.



- Internationalization
- Personalization

- Integration

- Authorization

SAP NetWeaver Portal is the platform for running Web Dynpro applications or Dyn Page applications
created by SAP or custom designed for connecting to some ERP functionality.

SAP Web Application Server (Web AS)

The architecture of SAP Web Application Server can be separated into five areas:

- Presentation layer - In the presentation layer, the user interface can be developed with Java Server
Pages (JSP), Business Server Pages (BSP), or with Web Dynpro technology. The underlying
business layer provides the business content in Java or ABAP.

- Business layer - The business layer consists of a J2EE certified run-time environment that
processes the requests passed from the ICM and dynamically generates the responses. The
business logic can be written either in ABAP or in Java based on the J2EE standard. Devel opers
can implement business logic and persistence with Enterprise JavaBeans (EJB) using the J2EE

environment. Develggers can also access the business objects of applications running in the
ABAP environm enefit from their business logic and persistence.
- Integration |

injegratipn dngifia is anieyr AS and allows
XW Il tegrati ' g services that
exchange messages between the comiponents thet are connécted in SAP XI.

instant ec

- Connectivity layer a mwa}lﬂﬁ &g@m dispatches user interface
requests to the presentation layer and provides a single framework for connectivity using various
communication protocols. Currently, modules are available for Hypertext Transfer Protocol
(HTTP), HTTPS (extension of HTTP running under the Secure Socket Layer (SSL)), Simple
Mail Transfer Protocol (SMTP), Simple Object Access Protocol (SOAP), and Fast Common
Gateway Interface (FastCGl).

- Persistence layer - The persistence layer supports database independence and scalable transaction
handling. Business logic can be developed completely independent of the underlying database
and operating system. Database independence is also made possible by support for open
standards. The database interface ensures optimized data access from within the ABAP
environment through Open SQL. SAP propagates the outstanding capabilities of Open SQL for
ABAP to Open SQL for Java and offers a variety of standard Application Programming
Interfaces (APIS) to application programmers, such as SQLJ. Other technologies, such as Java
Data Objects (JDO) and container managed persistence (CMP) for EJB, or the direct use of the
Java Database Connectivity (JDBC) API, are also supported.



/\\\\\\mplify Systems

amplifysystems.com





